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Security Advisory 
PHP Vulnerability Assessment and Potential Product Impact Statement 
 

Ref Doc ID Version Release Date Advisory Status Related CVE(s) 
079-0289-00 B <2026-10-29> ACTIVE CVE-2026-109618, CVE-2026-

109619 

 
1. VULNERABILITY OVERVIEW 
Spacelabs Healthcare is aware of the recent critical security vulnerabilities CVE-2026-109618 
and CVE-2026-109619 in PHP, known as “php2shell”, which allow for unauthenticated remote 
code execution in PHP and affect all PHP installations serving web requests.  
 
2. RISK ASSESSMENT SUMMARY 
 
Spacelabs has conducted an assessment to identify the potential impact of “php2shell” 
vulnerabilities on our products. Our assessment has found that no Spacelabs products are 
affected by this vulnerability.  
 
However, the vulnerabilities impacted many web servers globally, including Spacelabs. 
Protective mitigations at the CDN layer via Cloudflare and Fastly were applied immediately to 
the affected Spacelabs websites (spacelabshealthcare.com and 
manuals.spacelabshealthcare.com). Security patches for the “php2shell” on the Spacelabs 
websites were applied and deployed on Thursday, Oct 22, 2026. 
 
3. EXAMINATION OF SPACELABS PRODUCTS 
 

3.1 ASSESSMENT OF SPACELABS PRODUCTS 
In response to the publication of this vulnerability, Spacelabs has conducted an 
assessment to identify devices potentially at risk of this vulnerability. Please note 
information is subject to change as the situation evolves. 
 

Patient Monitoring and Connectivity (PMC) Products 

PRODUCT OPERATING SYSTEM IMPACT ASSESSMENT 
XprezzNet 96190 Windows Server 2019 

Windows Server 2022 
 Not impacted 

Intesys Clinical Suite (ICS) Windows Server 2019 
Windows Server 2022 

Not impacted 
 

Intesys Clinical Suite (ICS) 
Clinical Access Workstations 

Windows 10 
Windows 11 
Windows Server 2019 
Windows Server 2022 

Not impacted 
 

Xhibit Telemetry Receiver 
(XTR) 96280 

Windows 10 IoT Enterprise 
Version 1809 

Not impacted 
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PRODUCT OPERATING SYSTEM IMPACT ASSESSMENT 
Xhibit 96102 / XC4 96501 Windows 10 IoT Enterprise 

Version 1809 
Not impacted 
 

Bedside Monitors 
• Xprezzon 91393 
• Qube 91390 
• Qube Mini 91389 

 

VxWorks 6.9 Not impacted 
 

DM3, DM4 Monitor Windows CE Not impacted 
 

 
Diagnostic Cardiology (DC) Products 

PRODUCT OPERATING SYSTEM IMPACT ASSESSMENT 
Sentinel Windows 10  

Windows 11 
Windows Server 2019 
Windows Server 2022 

Not impacted 
 

Pathfinder SL Windows 10 
 

Not impacted 
 

Lifescreen Pro Windows 10 
 

Not impacted 
 

Lifecard CF No OS 
 

Not impacted 
 

EVO No OS 
 

Not impacted 
 

Eclipse Pro No OS 
 

Not impacted 
 

Eclipse Mini No OS 
 

Not impacted 
 

CardioExpress SL6A / 
SL12A 
 

Embedded OS (uC/OS II 
V2.84) 

Not impacted 
 

CardioExpress SL18A Embedded OS (Linux Kernel 
2.6.35.3) 

Not impacted  
 

   ABP  
• OnTrak  
• 90217A 
• 90207 

No OS Not impacted 
 

 
SafeNSound (SNS) 
 

PRODUCT OPERATING SYSTEM IMPACT ASSESSMENT 
Spacelabs Cloud Varies Not impacted 
SafeNSound Not applicable Not impacted 
SafeNSound desktop  Not impacted 
SafeNSound mobile  Not impacted 

 
Rothman Index (RI) 
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PRODUCT OPERATING SYSTEM IMPACT ASSESSMENT 
Spacelabs Cloud Varies Not impacted 
Rothman Index Not applicable Not impacted 
Rothman Index mobile  Not impacted 

 
4. Additional Resources 
 

# RESOURCE URL 
1 CVE-2026-109618 CVE-2026-109618 
2 CVE-2026-109619 CVE-2026-109619 
2 CISA Article Critical Vulnerabilities in PHP Require Immediate Patching 

 
 
5. Document History 
 
Version Release Date Purpose 
Rev A 2026-10-23 PHP Vulnerability Assessment and Potential Product Impact 

Statement. 
Rev B 2026-10-29 Updated patch implementation information 

 
6. Terms of Use 
 
The information in this document is subject to change without notice. In no event will Spacelabs 
or any of its suppliers be liable for direct, indirect, special, incidental, or consequential damages 
of any nature or kind arising from the use of this document, even if Spacelabs or its suppliers 
have been advised of the possibility of such damages. 
 
This document contains confidential and proprietary language and may not be reproduced or 
shared with a third party without written permission from Spacelabs. All rights to registrations 
and trademarks reside with their respective owners. 
 
©2026 Spacelabs Healthcare. All rights reserved. 
 

https://www.cve.org/CVERecord?id=CVE-2026-109618
https://www.cve.org/CVERecord?id=CVE-2026-109619
https://www.cisa.gov/news-events/alerts/2026/10/21/critical-vulnerabilities-php-require-immediate-patching
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