SPACELABS
HEALTHCARE

Security Advisory

SafeNSound Vulnerability Assessment and Potential Product Impact
Statement

Ref Doc ID Version Release Date Advisory Status Related CVE(s)
079-0285-00 A 2025 Sept 4 ACTIVE N/A

1. VULNERABILITY OVERVIEW

Spacelabs Healthcare has discovered a potential vulnerability that could potentially expose
user credentials. Spacelabs has found no evidence of any unauthorized access, but are
continuing to assess, This notice is simply to keep you fully informed and reassured of our
commitment to transparency and security.

2. RISK ASSESSMENT SUMMARY

Spacelabs internally identified the potential exposure of sensitive information - user credentials
on our products. Our assessment has found that Spacelabs SafeNSound could be affected by
this vulnerability.

As Spacelabs continue to gain a deeper understanding of the impact of this vulnerability, we
will continue to publish technical information to help customers detect, investigate, and mitigate
the vulnerability across all our products where applicable.

3. RECOMMENDATIONS

GENERAL SECURITY RECOMMENDATIONS

¢ Monitor and maintain account provisioning and access control based on the
principle of least privilege.

e Change passwords on a regular basis.

¢ Enable multi-factor authentication where possible.

4. EXAMINATION OF SPACELABS PRODUCTS

4.1 ASSESSMENT OF SPACELABS PRODUCTS

In response to the publication of this vulnerability, Spacelabs has conducted an
assessment to identify devices potentially at risk of this vulnerability. Please note
information is subject to change as the situation evolves.

SafeNSound (SNS)

PRODUCT OPERATING SYSTEM IMPACT ASSESSMENT
Spacelabs Cloud Varies Impacted
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SPACELABS

HEALTHCARE
PRODUCT OPERATING SYSTEM IMPACT ASSESSMENT
SafeNSound Not applicable Impacted
SafeNSound desktop Not applicable Impacted
SafeNSound mobile Not Applicable Impacted

5. Document History

Version Release Purpose

Date
VV00500 4 Sept 2025  SafeNSound Credential potential exposure
Rev A Vulnerability Assessment and Potential Product

Impact Statement.

Disclaimer

The information provided in this advisory is provided "as is" without warranty of
any kind. The information in this document is subject to change without notice.
Spacelabs disclaims all warranties, either express or implied, including the
warranties of merchantability and fitness for a particular purpose. In no event will
Spacelabs or any of its suppliers be liable for direct, indirect, special, incidental,
or consequential damages of any nature or kind arising from the use of this
document, even if Spacelabs or its suppliers have been advised of the possibility
of such damages.

This document contains confidential and proprietary language and may not be
reproduced or shared with a third party without written permission from
Spacelabs. All rights to registrations and trademarks reside with their respective
owners.

Updated copyright to 2025:
©2025 Spacelabs Healthcare. All rights reserved.
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